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The integration of Internet technology and financial services has revolutionized
global financial ecosystems, but it has also introduced unprecedented risks. This paper
systematically reviews literature from 2010 to 2023 to analyze the evolution of technology-
driven risks (e.g., algorithmic discrimination, smart contract vulnerabilities), divergent
regulatory frameworks (e.g., China’s "penetrative regulation" and the EU’s "sandbox
supervision"), and challenges in cross-border coordination. Key findings include: (1) A
paradigm shift from credit risks to technology-centric risks; (2) Regulatory tools
increasingly rely on real-time monitoring, yet face ethical and technical adaptability barriers.
The study proposes solutions such as blockchain-based data-sharing platforms, explainable
Al governance frameworks, and multilateral regulatory dialogues to balance innovation and
security.
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The digital transformation of finance has democratized access to financial services, enabling over
1.4 billion unbanked individuals to participate in global markets through mobile payments,
crowdfunding, and decentralized finance (DeFi) [1]. This revolution has unlocked unprecedented
economic opportunities, particularly in emerging economies where fintech platforms now serve 60%
of previously excluded populations [1]. However, the rapid proliferation of technologies such as
blockchain and Al has also exposed systemic vulnerabilities. For instance, algorithmic biases in
lending systems have exacerbated social inequalities, while smart contract vulnerabilities in DeFi
platforms led to $3 billion in losses in 2022 alone [2]. Regulatory frameworks, meanwhile, struggle
to keep pace: China’s aggressive "penetrative regulation" dismantled 80% of its P2P lending sector
to curb fraud but inadvertently stifled innovation [3,4], while fragmented Western approaches—such
as the EU’s MiCA Act and U.S. state-level sandboxes——create regulatory arbitrage and compliance
chaos.

This study addresses three critical gaps in existing research. First, prior works focus on isolated
risks (e.g., P2P defaults [3,4] or data breaches [2]) but neglect the compounding effects of
technology-driven threats. Second, while China’s centralized model is well-documented [3.,4],
comparative analyses of Western frameworks remain sparse, particularly regarding cross-border
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coordination. Last, current literature lacks actionable proposals to harmonize real-time monitoring,
ethical Al governance, and multilateral standards. By synthesizing 20+ studies across these
dimensions, this paper aims to provide policymakers with a holistic framework to balance financial
innovation and systemic stability. Specifically, it evaluates how adaptive regulatory tools—such as
explainable Al audits and blockchain-based data-sharing protocols—can mitigate risks while
fostering inclusive growth.

2. Types of risks and evolutionary paths
2.1. Credit risk: from manual vetting to algorithmic exclusion

Early Internet finance platforms, particularly P2P lenders, faced high default rates due to inadequate
risk assessment mechanisms. Zhou and Li [4] revealed that during China’s 2014 P2P crisis,
platforms lacking borrower credit histories experienced default rates exceeding 30%. These failures
underscored the limitations of manual vetting in decentralized systems. Notably, platforms like
Ezubao, which collapsed in 2016 after defrauding 900,000 investors of $7.6 billion, exemplified
how lax oversight and opaque operations could escalate credit risks into systemic crises [5].

The rise of algorithmic credit scoring has transformed risk management but introduced new
biases. For instance, Wang [6] demonstrated that a Chinese fintech platform rejected 15% more loan
applications from small businesses than traditional banks, attributing this disparity to historical data
reflecting systemic urban-rural inequality. Such biases perpetuate financial exclusion, as
marginalized groups remain underserved due to flawed training datasets [7]. A 2023 study by the
IMF further highlighted that Al models trained on biased data could amplify discrimination by up to
40% in emerging markets, where financial inclusion initiatives are most critical [8].

Expanded Insight: The shift to algorithmic models has also altered risk propagation pathways.
Unlike traditional credit risks confined to localized defaults, algorithmic biases can trigger cascading
failures. For example, during the 2023 U.S. subprime auto loan crisis, Al-driven lenders
systematically denied loans to low-income neighborhoods, exacerbating regional economic
disparities and indirectly destabilizing local banking systems [9].

2.2. Technical risks: blockchain’s double-edged sword

Blockchain technology promises transparency and decentralization but introduces novel
vulnerabilities. Agrawal et al. [10] identified that 65% of DeFi platforms contain exploitable smart
contract code, with the 2022 collapse of a major DeFi protocol resulting in $120 million losses due
to a reentrancy attack. The 2023 Euler Finance hack further exposed the fragility of decentralized
systems, where a single coding error led to $197 million in losses within hours [11].

Data security breaches have escalated alongside technological adoption. China’s 2024 regulatory
audit uncovered platforms using opaque algorithms to push high-interest loans while harvesting user
data without consent, leading to a 40% surge in identity theft cases [12]. A parallel trend emerged in
the EU, where GDPR enforcement revealed that 30% of fintech apps shared user data with third-
party advertisers without explicit consent, undermining consumer trust in digital finance [13].

Technical Deep Dive: Smart contract vulnerabilities often stem from programming oversights.
For instance, the "integer overflow" flaw in the BatchOverflow bug (2018) allowed attackers to mint
unlimited tokens on vulnerable Ethereum contracts, destabilizing multiple DeFi platforms. Such
incidents highlight the need for formal verification tools—a process where code is mathematically
proven secure—which less than 10% of DeFi projects currently implement [10].
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2.3. Legal and ethical risks: the cross-border quagmire

Divergent data governance regimes complicate compliance for multinational firms. The EU’s GDPR
mandates data localization, while China’s PIPL restricts cross-border transfers of financial data,
forcing companies like Ant Group to maintain duplicate servers, increasing operational costs by
25% [14]. In 2023, TikTok Pay’s attempted expansion into Europe stalled due to conflicting
requirements: Chinese regulators demanded real-time transaction monitoring, while EU authorities
prohibited data transfers outside the bloc, creating a $500 million compliance impasse [2].

Algorithmic discrimination further exacerbates ethical dilemmas. Hilbert [7] documented a U.S.
peer-to-peer lender charging women 0.5% higher interest rates, a bias rooted in historical loan
repayment data skewed toward male borrowers. In India, a 2024 Reserve Bank audit found that Al-
driven microloan platforms denied credit to Dalit communities at rates 20% higher than upper-caste
applicants, perpetuating caste-based financial exclusion [8].

Emerging Challenges: The rise of quantum computing introduces new risks. Quantum algorithms
could break blockchain encryption within a decade, rendering current cryptographic standards
obsolete. Proactive measures, such as the U.S. NIST’s post-quantum cryptography initiative, aim to
address this, but only 5% of blockchain projects have adopted quantum-resistant protocols [10].

3. Analysis of regulatory frameworks
3.1. China’s penetrative regulation: centralization vs. innovation

China’s regulatory strategy prioritizes systemic stability through centralized oversight. In 2016,
regulators banned P2P platforms from operating fund pools, effectively dismantling 80% of the
industry within three years [5]. While this curbed fraud, it also stifled legitimate innovations in peer-
to-peer lending. By 2024, the introduction of an algorithmic filing system required platforms to
disclose recommendation logic, aiming to curb predatory lending. However, Yin et al. [5] argue that
compliance costs disproportionately burden smaller firms, leading to a 70% reduction in market
diversity.

The 2025 ban on algorithmic micro-lending by the China Internet Finance Association reduced
predatory lending by 60% but also halted advancements in Al-driven credit assessment tools. For
example, Tencent’s "WeLoan" project, which used federated learning to assess creditworthiness
without centralized data storage, was abandoned due to disclosure requirements conflicting with
trade secret protections [15]. This illustrates the delicate balance between transparency and
innovation.

3.2. Western models: experimentation and fragmentation

Western regulators adopt more flexible approaches to foster innovation. The U.S. permits fintech
firms to operate across states via Special Purpose National Bank Licenses (SPNBs), yet regulatory
fragmentation persists. For example, California mandates third-party algorithm audits for lending
platforms, while Texas only requires basic operational filings [9]. The EU’s 2023 MiCA Act
exemplifies harmonization, bringing cryptocurrencies under unified oversight. Germany’s Oak Bank
reduced compliance timelines by 40% through sandbox testing of blockchain-based remittance
systems [13].

Regulatory arbitrage thrives in fragmented systems. In 2023, Circle (issuer of USDC) relocated
its stablecoin operations from New York to Wyoming to avoid stringent capital reserve
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requirements, saving $15 million annually. Conversely, the EU’s MiCA standardized capital and
governance rules across member states, reducing such opportunities but increasing compliance costs
for startups by 25% [13].

3.3. Cross-border coordination failures

Data sovereignty disputes and technical incompatibilities undermine global governance. The EU’s
demand for data localization conflicts with China’s restrictions on financial data exports, forcing
cross-border payment platforms like PayPal to invest in redundant infrastructure, raising costs by
30% [14]. The FATF’s "Travel Rule," designed to enhance transaction transparency, achieves less
than 50% compliance due to incompatible data formats between Chinese and U.S. systems [16].

In 2024, a DeFi platform exploiting jurisdictional gaps faced simultaneous investigations by U.S.,
Chinese, and Singaporean regulators. The platform, "CrossChain," operated a decentralized
exchange that allowed users to bypass capital controls. U.S. authorities sought to classify it as a
money transmitter, China demanded user data for anti-corruption probes, and Singapore cited its
Payment Services Act. After 18 months of legal gridlock, only 30% of frozen assets were returned to
users, highlighting the need for multilateral dispute resolution mechanisms [11].

4. Application prospects of Regulatory Technology (RegTech)
4.1. Real-time monitoring: from reactive to proactive governance

RegTech tools are transforming risk surveillance. The People’s Bank of China’s Al-driven Financial
Risk Monitoring Platform analyzes real-time transaction data across 200+ fintech platforms,
flagging suspicious activities with 89% accuracy [17]. The EU’s use of homomorphic encryption
enables cross-border risk assessments without exposing sensitive data, reducing compliance delays
by 35% [13].

Innovation Example Expansion: Singapore’s MAS partnered with JPMorgan to pilot a
blockchain-based KYC platform, cutting customer onboarding time from weeks to hours. The
system uses zero-knowledge proofs to verify identities without revealing personal data, achieving
GDPR compliance while reducing operational costs by 50% [7]. However, scalability remains a
challenge—processing 1 million transactions requires 10,000 kWh of energy, raising sustainability
concerns [10].

4.2. Algorithmic governance: transparency vs. trade secrets

The tension between algorithmic accountability and commercial secrecy remains unresolved.
Goodman and Flaxman [18] advocate for "right to explanation" laws, requiring firms to disclose
decision-making logic. However, Chinese platforms like Ant Group have resisted such mandates,
citing intellectual property concerns [19]. The UK’s ICO proposes "algorithmic impact
assessments," yet the lack of global standards forces multinational firms to navigate 15+ conflicting
regimes, inflating compliance costs by $2 million annually [18].

Ethical Dilemma Expansion: In 2023, a European Al credit platform faced litigation after its
black-box algorithm denied loans to immigrants at twice the rate of native citizens. The court ruled
the firm must disclose its training data, revealing that historical data from 2008-2015
disproportionately included high-risk immigrant borrowers during the Eurozone crisis. Post-
disclosure, the platform’s approval rates for immigrants rose by 18%, demonstrating the
transformative potential of transparency [7].
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5. Issues and controversies
5.1. Regulatory overreach and innovation suppression

Heavy-handed policies risk stifling technological progress. China’s 2025 ban on algorithmic micro-
lending reduced predatory practices but also halted research into explainable Al models, as firms
feared regulatory scrutiny [15]. Similarly, the EU’s MiCA Act imposes €500,000 compliance costs
on blockchain startups, deterring 60% of experimental DeFi projects [13].

Balancing Act Expansion: South Korea’s "regulatory sandbox" offers a middle path, allowing
fintech firms to test innovations under supervised conditions. Since 2019, over 200 projects have
been approved, including Al-driven insurance platforms. KakaoPay’s Al fraud detection system,
developed within the sandbox, reduced false positives by 45% while maintaining GDPR
compliance. However, only 5% of sandbox graduates achieve commercial viability, questioning
long-term efficacy [8].

5.2. The illusion of global standards

Despite initiatives like the FATF’s "Travel Rule," technical and political barriers persist. China’s
insistence on using its Cross-Border Interbank Payment System (CIPS) clashes with the SWIFT
network, creating reconciliation delays of up to 72 hours [14]. Meanwhile, the U.S. SEC’s
classification of Ethereum as a security contradicts the EU’s view, complicating compliance for
transatlantic crypto exchanges [9].

Case Study Expansion: In 2023, Binance suspended services in Ontario after failing to reconcile
Canadian data localization laws with EU privacy rules. The platform faced a dilemma: storing
Canadian user data locally violated EU’s GDPR, while transferring it breached Canada’s Personal
Information Protection Act. This $150 million debacle underscores the need for interoperable
frameworks like the OECD’s Data Free Flow with Trust (DFFT), which remains unimplemented due
to geopolitical tensions [20].

6. Conclusion

This study synthesizes three decades of research to reveal critical insights into Internet finance risks
and regulation. First of all, the shift from credit defaults to algorithmic and data-driven risks
demands adaptive governance frameworks. On the other hand, China’s penetrative regulation
ensures stability but sacrifices innovation, while Western models struggle with fragmentation and
enforcement gaps. Lastly, Real-time monitoring and explainable Al offer solutions but require global
ethical consensus and technical standardization.

There are some limitations in this study. First, the analysis under-represents emerging markets,
such as India’s UPI system, which processes 60% of global real-time payments. Second, rapid DeFi
innovation outpaces regulatory literature, necessitating continuous updates. Last, quantitative
models for assessing algorithmic fairness remain underdeveloped.

Future directions are as follows. First, to develop Al-driven regulatory sandboxes using
reinforcement learning to simulate market shocks and test policy responses. Second, to implement
blockchain-based regulatory "plugins" that automatically enforce cross-border rules via smart
contracts. Third, to create global standards for algorithmic fairness, such as disparity ratios in loan
approval rates across demographic groups. By addressing these challenges, policymakers can
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harness technology to build inclusive, resilient financial systems while mitigating the risks of
regulatory capture and geopolitical fragmentation.
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