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Abstract: This article examines how peer-to-peer lending, internet payment systems, 

blockchain technology, and artificial intelligence are revolutionizing contemporary industry. 

AI's predictive analytics, automated fraud detection, and tailored services are transforming 

industries like supply chain management, healthcare, and finance. The decentralized ledger 

of blockchain enhances efficiency and transparency in a variety of sectors, including supply 

chain management, governance, and cryptocurrency. Peer-to-peer lending offers creative 

financial solutions for marginalized groups, while online payment systems offer speed, 

convenience, and financial inclusion. These technologies have numerous advantages, but they 

also have serious drawbacks, such as issues with data privacy, scalability, security threats, 

and regulatory uncertainty. This article presents applications for the technologies as well as 

approaches to maximize their benefits while mitigating their risks through improved strategic 

execution, ethical considerations, and proactive regulatory action. These advances have the 

potential to redefine the economic landscape and promote innovation, efficiency, and 

inclusion in the digital financial era. 

Keywords: Financial Technology, Blockchain, Artificial Intelligence, Peer-to-Peer Lending, 

Digital Payments. 

1. Introduction 

With the development of modern technology, many industries have been innovated, such as education, 

medical care, and entertainment. The financial industry has also been innovated. Affected by 

globalization and digitalization, the combination of traditional financial models and modern 

technology is reshaping the current global economic situation. It is called the combination of financial 

models and modern technology fintech. 

For example, online payment now allows many people to go out without carrying cash and cards, 

which makes us feel convenient in daily shopping. Blockchain provides more transparent data so that 

customers can directly understand the information and feel more assured. Digital currency has 

subverted the traditional financial model and provided investors with a new option. This article will 

discuss in detail what changes and benefits online payment, blockchain, AI, and peer-to-peer lending 

have brought to the traditional economic model. At the same time, it will look forward to the fintech 

that may appear in the future and the economic trends it brings. 

The development of modern technology will not stop. Many modern technologies are still in the 

development stage, which means that fintech is also full of risks and uncertainties. Many trading 

companies will cooperate with third-party trading platforms, which will cause customer privacy and 

Proceedings of  the 4th International  Conference on Business and Policy Studies 
DOI:  10.54254/2754-1169/172/2025.22174 

© 2025 The Authors.  This  is  an open access article  distributed under the terms of  the Creative Commons Attribution License 4.0 
(https://creativecommons.org/licenses/by/4.0/).  

89 



security issues due to improper handling of the platform. The current popular online fraud problem 

is caused by improper supervision. Different countries have different attitudes towards digital 

currencies, which also leads to market uncertainty. This article will not only discuss the beneficial 

changes that fintech brings to the economic model but also the risks and potential challenges it brings. 

2. Artificial Intelligence 

Artificial intelligence (AI) involves the creation of advanced systems capable of mimicking human 

intelligence, including tasks such as decision-making, learning and problem-solving. AI has become 

a revolutionary tool for the financial industry, as it enables companies to use data-driven insights to 

gain strategic advantages and optimize operations [1]. One of its most influential contributions is 

predictive analytics, which is changing investment and risk management. Artificial intelligence (AI) 

systems (e.g., neural networks) use market trends and large amounts of historical data to predict asset 

performance and market movements with high accuracy. Trading firms and hedge funds often use 

AI-based algorithms for high-frequency trading, processing thousands of trades in seconds. This not 

only speeds up decision-making, but also optimizes profitability by immediately identifying 

profitable opportunities. 

AI solutions such as chatbots and virtual assistants have revolutionized the way customers interact 

with customer service representatives. Erica, Bank of America's virtual assistant, best illustrates the 

benefits of artificial intelligence in improving customer satisfaction. These technologies provide 

timely, customized responses to inquiries, ensuring consistent interactions with customers while 

dramatically reducing operational costs. This automation improves overall service performance, 

freeing up human agents to focus on complex, valuable tasks. Artificial intelligence is also crucial for 

fraud detection. Modern machine learning algorithms examine banking transaction patterns to detect 

breaches that indicate fraud. PayPal, for example, has been able to reduce fraud losses by using 

artificial intelligence algorithms to monitor billions of transactions daily. These computer systems 

are getting better at detecting complex fraud patterns as they continue to learn from new information. 

Artificial intelligence is impacting areas beyond finance, such as supply chain management, 

healthcare and insurance. Artificial intelligence tools are being used in healthcare to diagnose diseases, 

analyze medical images and recommend treatment plans based on patient-specific data. Artificial 

intelligence improves efficiency in the supply chain industry by anticipating customer demand, 

streamlining inventory and eliminating logistical constraints. It also streamlines the insurance 

underwriting process and simplifies and improves the accuracy of claims evaluation in the insurance 

industry. Its adaptability extends to cross-sector applications that promote productivity and creativity. 

For example, AI systems in education customize learning experiences for each student, while AI tools 

in e-commerce use analysis of consumer behavior to recommend products. 

The study highlights the economic impact of artificial intelligence, which is expected to contribute 

$15.7 trillion to global GDP by 2030 [2]. In addition, Rashid and Kausik report that the adoption of 

artificial intelligence has reduced transaction processing time by about 30 percent across industries 

[3]. The transformative potential of artificial intelligence is proving its value in the modern economy, 

bringing benefits across industries through automation, enhanced decision-making capabilities and 

increased operational efficiency. However, its implementation must be strategically managed to 

maximize these benefits while mitigating the associated risks. 

The adoption of artificial intelligence carries significant risks, especially in terms of data privacy 

and ethics. Artificial intelligence systems are vulnerable to hacking because they rely heavily on huge 

databases, many of which contain sensitive data. For example, security breaches in artificial 

intelligence systems have raised concerns about the potential misuse of personal data. Implementing 

strong encryption and complying with regulations such as the General Data Protection Regulation 
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(GDPR) is key to mitigating this risk. These measures help protect user data and ensure ethical, secure 

implementations of artificial intelligence. 

Another challenge is the bias of artificial intelligence algorithms. Unrepresentative training 

datasets can perpetuate discriminatory practices in credit scoring and hiring. Techniques such as fair 

auditing and diverse data sampling are key to mitigating this problem. In addition, the ability of 

artificial intelligence to automate threatens job security. McKinsey estimates that as much as 14% of 

the global workforce could face unemployment due to automation by 2030. Policymakers must 

prioritize retraining programs to prepare the workforce for the AI economy. Finally, the lack of 

transparency in decision-making related to artificial intelligence, the so-called “black box” problem, 

undermines trust. Organizations should adopt an interpretable AI framework to provide insight into 

decision-making criteria. 

3. Blockchain 

Blockchain technology is a decentralized and tamper-proof ledger that provides secure and 

transparent records of transactions on a distributed network. Its revolutionary potential promotes 

efficiency and trust while bringing innovation to the banking system and other industries. Blockchain 

is the foundation of cryptocurrencies such as Ether and Bitcoin in the financial industry. These digital 

currencies enable peer-to-peer transactions without the need for an intermediary, thereby reducing 

costs and promoting financial inclusion. Decentralized financial systems (DeFi) also allow users to 

access savings, loans and other financial products without the need for traditional banking entities. 

Automated protocols encoded on platforms such as Ethereum, called smart contracts, transform a 

company's operations by enforcing predefined terms and conditions without external oversight. These 

contracts play an important role in areas such as insurance, real estate and logistics. In the insurance 

sector, smart contracts speed up claims processing and ensure prompt payments while reducing 

administrative burdens. Automated payment settlements and property transfers also help the real 

estate industry by minimizing delays associated with traditional methods. Blockchain's end-to-end 

traceability and transparency further streamlines supply chain operations. By maintaining an 

immutable record of a product's journey, blockchain ensures authenticity and combats fraud. Walmart 

has demonstrated the tremendous operational benefits of blockchain technology, reducing food 

tracking time from 7 days to 2.2 seconds [4]. 

Applications in the public sector further illustrate the versatility of blockchain. Estonia's e-

residency program uses blockchain to create secure digital identities, streamline administrative tasks 

and reduce corruption. The system facilitates efficient access to government services while 

maintaining strong data security. Beyond finance and governance, blockchain's utility extends to 

intellectual property, healthcare and energy. For example, blockchain ensures accurate royalty 

payments in the creative industries through transparent copyright management. In healthcare, it 

protects electronic medical records, enabling efficient sharing of patient data while protecting privacy. 

Meanwhile, energy companies are implementing blockchain to enable peer-to-peer energy 

transactions, facilitating decentralized and sustainable energy distribution models. 

The economic potential of blockchain is enormous. Its global market is expected to be worth more 

than $39.7 billion by 2025. In the supply chain, blockchain adoption is associated with a 20% 

reduction in operating costs, demonstrating its ability to optimize processes. For example, blockchain 

improves product traceability and authenticity, reducing fraud and inefficiency in distribution 

networks. By providing transparency, reducing costs and promoting inclusivity, blockchain has 

become a cornerstone of innovation in the modern economy. Its versatile applications across 

industries continue to evolve, enabling companies and societies to unlock new opportunities for 

efficiency and growth. As this transformative technology matures, it will drive further progress and 

make significant contributions to the global economic system. 
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Despite its advantages, blockchain faces challenges that hinder its widespread adoption. The main 

problem remains scalability. Current blockchain networks (e.g., Bitcoin) are limited in the number of 

transactions they can process per second compared to traditional systems such as Visa. Emerging 

solutions, including proof-of-stake (PoS) consensus and sharding, aim to address this limitation. 

Another key issue is energy consumption. The blockchain's proof-of-work (PoW) mechanism 

requires a lot of computing power, leading to environmental concerns. Ethernet's transition to PoS 

has reduced energy consumption by 99%, setting a precedent for other networks [5]. 

Regulatory ambiguity also poses risks. Governments are still developing rules to regulate 

blockchain-related activities, such as cryptocurrency trading and initial coin offerings (ICOs). Clear 

regulations are essential to foster innovation and curb illicit activities. Security breaches of smart 

contracts and blockchain networks pose significant risks. Hacks (e.g. the DAO breach in 2016) 

demonstrate the importance of rigorous code auditing and secure design practices. In addition, the 

lack of interoperability between different blockchain systems limits the possibilities for integration. 

Addressing these challenges will require a concerted effort from stakeholders, including 

policymakers, developers, and industry leaders. Regulatory clarity, technological innovation, and 

sustainable practices are key to unlocking the full potential of blockchain. 

4. Online Payment 

Online payment systems have become an integral part of modern e-commerce due to their speed, 

convenience and efficiency. Major online payment methods include mobile wallets, credit and debit 

card systems, peer-to-peer payment platforms, and payment gateways such as PayPal, Stripe, and 

Square [6]. mobile wallets such as Apple Pay support secure and contactless payments using 

smartphones, while credit and debit card systems allow for direct transactions and are widely accepted 

in a variety of commercial outlets. A variety of commercial outlets are widely accepted. Payment 

gateways such as PayPal, Stripe, and square act as intermediaries between customers and merchants, 

offering features such as fraud protection and multi-currency support. These mechanisms meet a wide 

range of consumer needs, driving the growth of digital commerce and changing the way individuals 

and businesses around the world handle financial transactions. 

Online payment systems increase economic efficiency by reducing transaction times and costs. 

These systems enable businesses to reduce cash handling and enhance accounting processes while 

providing consumers with unparalleled convenience and ease of use [7]. Furthermore, online payment 

systems enable financial inclusion by extending banking services to the unbanked [8]. In addition, 

online facilitates cross-border payments, enabling small businesses to tap into global markets. Finally, 

these systems help enhance customer data collection, which can be used by businesses and 

organizations to provide personalized products and services. 

Despite their many advantages, online payment systems face significant risks that challenge 

consumers and businesses. First, these systems expose individuals and organizations to the risk of 

fraud, as cybercriminals continue to develop sophisticated techniques to exploit vulnerabilities in 

payment platforms [9]. In addition, these systems carry the risk of exposing sensitive customer 

information, such as credit card and personal information, to unauthorized access, which can lead to 

financial losses, reputational damage and loss of trust in digital payment systems [10]. Organizations 

relying on these systems face increasing cybersecurity threats, including phishing attacks that entice 

users to divulge sensitive information, malware designed to exploit vulnerabilities in system security, 

and ransomware that locks up critical data until a ransom is paid. Stakeholders must therefore 

implement robust security protocols to manage these threats. 

Security measures such as multi-factor authentication, tokenization and end-to-end encryption are 

essential to managing the risks associated with online payment systems. In addition, stakeholders 

should follow industry standards to protect sensitive data and minimize security vulnerabilities [10]. 
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In addition, integrating automated fraud and malware detection systems into these platforms can 

increase the speed and accuracy of identifying suspicious activity. These strategies can reduce the 

risk of fraud and cyber-attacks and ensure the continued security and reliability of online payment 

platforms. 

Stakeholders should also adopt strong policies to create a secure online payments ecosystem. First, 

governments must establish a comprehensive regulatory framework that promotes security while 

encouraging innovation [11]. For example, the revised EU Payment Services Directive (PSD2) 

requires the implementation of strong customer authentication to open the market to new payment 

services while ensuring strong consumer protection. Second, increasing public awareness of phishing 

and secure payment practices can reduce risks and enable consumers to make informed decisions 

when using these systems [12]. Finally, a strong framework for international cooperation is essential 

to combat cross-border cybercrime affecting online payments. The joint efforts outlined by the 

Financial Action Task Force (FATF) enhance global financial security and help maintain an optimal 

balance between innovation and global risk management. 

5. Peer-to-Peer Lending 

P2P refers to online platforms that directly connect borrowers and lenders. These platforms eliminate 

the need for traditional financial intermediaries, resulting in lower interest rates, faster loan approvals, 

flexible loan terms, and accessible financing for underserved populations, especially those with 

substandard credit profiles [13]. Examples of P2P lending platforms include LendingClub, Prosper, 

and Funding Circle. These platforms have reshaped the modern financial landscape by simplifying 

credit access for borrowers and investment opportunities for lenders. 

P2P lending fills the gap left by the traditional financial system by providing credit access to 

individuals and small businesses. Borrowers enjoy lower interest rates due to reduced operating costs 

and the elimination of intermediaries [14]. These digital platforms use data analytics, artificial 

intelligence, and user-friendly interfaces to provide personalized loan solutions and simplify the loan 

application process, allowing them to customize loan amounts and repayment plans based on 

borrowers' needs. P2P also improves capital allocation efficiency by directing funds to borrowers 

with the greatest need and repayment potential, while providing investment opportunities for lenders 

with excess capital. Lenders can also spread the risk of default by providing funding to multiple 

borrowers with different risk profiles. The transparency of P2P platforms fosters trust, while their 

global reach expands opportunities beyond local markets. Therefore, P2P lending has great potential 

to drive change in the modern economy by enhancing financial inclusion, improving allocative 

efficiency, and promoting sustainable economic growth. 

Despite these benefits, P2P lending also poses significant risks to borrowers and lenders. First, 

P2P loans are uninsured, which increases the risk of default for lenders [15]. In addition, fraudulent 

activities and mismanagement by platform operators can undermine trust in the system and increase 

the risk of financial losses and reputational damage. In addition, these platforms lack detailed 

regulatory oversight, which creates uncertainty for lenders and borrowers. The lack of regulation 

means that P2P lending platforms may not be able to provide the same level of consumer protection 

as traditional financial institutions, such as insurance or anti-fraud guarantees. Finally, P2P lending 

often lacks sufficient liquidity, which makes it difficult for lenders to obtain funds before the end of 

the loan period. These risks require proactive mitigation strategies to maintain the stability and 

credibility of the P2P lending ecosystem. 

P2P platforms should adopt rigorous risk assessment models to evaluate borrowers’ 

creditworthiness and predict the probability of default. They should leverage artificial intelligence 

and machine learning models to automate default risk prediction [16]. In addition, platforms should 

encourage diversification of loan portfolios to reduce the risk of individual defaults. In addition, P2P 
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lending platforms should maintain transparent communication about loan terms and associated risks 

to build trust and clarity. They should publish interest rates, repayment plans, and potential penalties 

to enable borrowers to make informed decisions and lenders to assess loan risks. Open 

communication and transparent disclosures enhance accountability and foster trust, enabling 

platforms to build long-term relationships with users. 

Governments and financial regulators should establish a clear framework to regulate P2P lending. 

These regulations should ensure consumer protection and market stability by establishing standards 

for borrower screening, loan disclosure, and platform operations [17]. In addition, regulators should 

implement safeguards against fraud, predatory lending, and systemic risk, while promoting 

transparency and accountability within the industry. Second, regulators should conduct education and 

awareness campaigns to make participants aware of the risks and benefits of P2P lending. Finally, 

regulators should continuously monitor the P2P lending landscape to adapt to emerging trends and 

challenges. They should update regulations to address new technological developments, such as 

blockchain and artificial intelligence in lending, and ensure that platforms adhere to evolving 

consumer protection standards. These measures will ensure the long-term sustainability of P2P 

lending. 

6. Conclusion 

With the development of financial technologies such as AI, blockchain, online payment and peer-to-

peer lending, unprecedented efficiency, convenience and accessibility have been brought to the 

economic environment. AI can help people make rational decisions and operate processes, the 

development of blockchain provides transparency and enhances trust between people, online payment 

makes transactions more convenient and promotes trade, and peer-to-peer lending democratizes 

financial services. However, they are also facing security loopholes, regulatory strength and scale, 

and ethical issues. In the future, such problems will be solved through a more complete framework 

and continuous innovation of new technologies. With the maturity of technology and a more complete 

system in the future, these technologies are very likely to promote economic growth and become a 

force for change in the future economy. In the future, there may still be new financial technologies, 

and it needs to look at these technologies from the right perspective. 
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