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Abstract: Traditional enterprises generally lack systematic support services, affecting product
traceability and data storage, and reducing the logistics industry's efficiency. Logistics
information systems (LIS) are very important for the future development of the logistics
industry, especially in distribution, tracking, and supply chain optimization. Applying the LIS
system has greatly improved the distribution performance and customer satisfaction of the
logistics industry. Furthermore, LIS plays an important role in improving customer
satisfaction, internal communication efficiency, and synchronization processes. However, the
adoption of LIS faces significant challenges, including data security and change management.
Investing in robust network security measures, such as cryptography and multi-signature
protocols, can address data security concerns. At the same time, organizations also need top-
down effective communication and synchronized LIS. Reasonable application of LIS is the
key to improving the efficiency of modern logistics. LIS developers should stay attuned to
market trends and technological advancements, ensuring systems are prepared for future
innovations.
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1. Introduction

According to Grand View Research, the global logistics market scale is expected to grow at a rate of
7.2% year by year from 2024 to 2030, and the vast majority of market shares is in North America and
the Asia Pacific region, which are the most densely populated regions [1]. This rapid growth poses
significant operational challenges for the logistics industry, often compounded by outdated
infrastructure that limits efficiency.

A key tool driving the transformation of the logistics industry is the Logistics Information System
(LIS), which enhances operational efficiency by streamlining data management and decision-making
processes. To address inefficiencies, companies, and institutions are increasingly adopting LIS to
optimize processes. These systems, whether digital or paper-based, enable data aggregation, analysis,
and visualization, empowering users to make informed decisions and manage supply chains more
effectively [2]. The emergence of Industry 4.0 marks a transformative shift in the way that
manufacturing, improvement, and distribution processes are conducted. The implementation of the
LIS plays a key role in reshaping the way data is processed in the logistics industry. Also, new
technologies such as artificial intelligence (AI) have great potential in changing supply chain
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management. It enables enterprises to more accurately predict demand, optimize transportation routes,
and then enhance resource use and reduce costs to improve efficiency [3].

At present, the combination of new technology and LIS is still in the initial stage of technology
integration. Many applications are highly similar to other industries without considering the
particularity of the logistics industry. This paper will focus on the LIS's performance, introduce
several well-integrated mainstream directions, including improving user service, improving internal
communication efficiency, logistics process synchronization, etc., and discuss the LIS's future
challenges and research directions.

2.  Logistics Information System
2.1. Definition of Logistics Information System (LIS)

A logistics information system (LIS), also known as a logistics management information system, is
designed to facilitate the coordination of logistics activities, material flow, and inventory
replenishment [4]. These systems can be customized to various settings according to their
configuration. For instance, LIS can optimize the process by tracking inventory movement and
location, making it particularly suitable for warehousing and transportation management. In addition,
LIS can be categorized based on its specific functions, such as supply chain and logistics management,
distribution and material movement, production logistics and management, and reverse logistics and
product return.

Generally, a LIS is mainly used as a transaction system to capture and record all data, information
changes, and material movements in the system. Its core responsibility lies in collecting critical
information, such as personnel flow, material locations, equipment status, and financial transactions.
Although basic technologies such as bar code and RFID (Radio Frequency Identification) are
essential, it can also incorporate advanced components such as enterprise resource planning (ERP)
software, warehouse management systems, quality management systems, inter-company data
exchange, and transportation management systems. Figure 1 illustrates the core components of an
LIS, showecasing its integration with various subsystems to provide a holistic logistics management
framework. By using transaction data and optimization tools within the LIS, logistics managers can
make data-driven decisions to enhance operational efficiency in transportation, material handling,
and inventory control.
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Figure 1: Logistics information system components [4]
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2.2. Importance of LIS to the Logistics Industry

The scope and role of logistics have changed significantly in recent years, from focusing on the
limited support function of transportation and storage to the core element of enterprise strategy. This
change is largely driven by the exponential increase in data volume, which has greatly affected the
significance and practice of logistics management [5]. As companies move from national to
multinational operations, the logistics landscape has become increasingly complex, with longer
channels and more participants.

Information flow has become central to achieving logistics efficiency, operating alongside the
physical flow of goods. Modern logistics processes demand faster and smarter data handling, making
the application of information systems (IS) in logistics essential [5]. According to Facchini, LIS
encompasses the coordination and management of diverse activities, including scheduling, inventory
replenishment, and flow planning [6]. LIS has an important impact on the strategic direction of
logistics management. These systems provide enterprises with timely and actionable information to
support planning and execution.

In comparing more than 30 factories in different industries in northern Thailand, Raming Wong
found that using LIS for logistics intervention can save 25% of the transportation cost, 55% of the
storage cost, and 20% of the management cost on average while improving the planning ability [7].
In terms of customers, using LIS or a similar ERP system can significantly improve customer
satisfaction by more than 80% [8]. Further studies corroborate that an enterprise’s ability to optimize
logistics costs and service levels is directly linked to its LIS implementation [9]. Given these
advantages, the adoption of LIS has become a prerequisite for enterprises to seek to improve the
efficiency and accuracy of their logistics process and minimize the total lead time from suppliers to
consumers.

3. Analysis of LIS Performance
3.1. Enhancements Brought by LIS
3.1.1.Improving communication efficiency within the organization.

Effective information exchange is an important part of the logistics management process, which can
ensure the seamless and timely transfer of tasks [10]. Achieving this requires the integration of critical
components, such as integrated dashboards, unified data sources, powerful planning modules, and
comprehensive tracking and tracing functions.

The establishment of a LIS has promoted the development of an intelligent network, integrating
physical and virtual infrastructure with real-time communication exchange, thus significantly
enhancing the communication between shippers and carriers [7]. Optimized communication modes
include reduced reliance on mail management, the use of an integrated system, a package tracking
function, and multi-platform support. Empirical data collected from customers who have
implemented LIS communication solutions show that organizational productivity has increased by
about 25% on average [11].

3.1.2.Synchronizing the logistics processes.

The integration of cloud systems is completely changing the operation of almost all industries,
especially when combined with LIS [12]. LIS provides a comprehensive dashboard for process
visualization, data analysis, and integration from various sources, and an interface tailored to specific
business needs. This facilitates access to real-time pricing, inventory data, and other key logistics
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information anytime, anywhere. Cloud integration supports the synchronization of all components
from multiple suppliers and provides direct integration and visualization of execution layer activities.

3.1.3.Improvement in customer service and satisfaction.

Improvements in delivery, constraint management, and tracking are key drivers for improving
logistics performance. Trust, which is built through consistent service delivery, is essential for
maintaining customer loyalty and reinforcing LIS’s perceived value [13,14]. Professional and
continuous system updates further ensure the reliability of the service, while user-centered design
prioritizes convenience, visual clarity, and effective layout. This eliminates the complex procedures
and waiting time related to the traditional process, and greatly improves the user experience. This, in
turn, enables logistics companies to achieve cost efficiency while maintaining a high level of
customer service and ultimately improving customer satisfaction [15,16].

3.2. Potential Adverse Impacts of the LIS
3.2.1. Technology investment pressure

Efficient LIS systems require substantial investments in IoT devices, sensors, and supporting
infrastructure. The popularity of [oT equipment has increased technology investment, which may
bring pressure to small and medium-sized enterprises with limited funds and affect their
competitiveness [17]. To solve this problem, the government and financial institutions should provide
financial support and tax incentives, and technology suppliers can provide customized solutions
according to the size of enterprises to avoid over-investment.

3.2.2. The impact of customer experience caused by high-tech dependence

LIS’s high-tech dependence improves efficiency and transparency, but it also brings the risk that
equipment failure may affect the logistics chain. System failures in components like sensors, barcode
scanners, GPS, or cloud platforms can disrupt logistics operations, causing delays in logistics chains
and information synchronization [18]. Therefore, risk management, backup system, and redundancy
design are the key to ensuring the continuous operation of LIS, while maintaining smooth
communication channels with customers to avoid misunderstanding caused by information
asymmetry.

3.3. Case Studies on the Application of LIS
3.3.1.CONPAS helps improve operational efficiency at the Port of Yokohama

Due to larger container ships, the number of containers handled by the Yokohama port increased
significantly, accelerating the land-side congestion and challenging the container terminal’s
operational efficiency. In response, Japan’s Ministry of Land, Infrastructure, Transport, and Tourism
has implemented a new port LIS called CONPAS (Container Fast Pass), which combined multiple
technologies including 5G, cloud computing, multi-platform systems, and [oT. In the trial run, about
14% of incoming trailers were booked through CONPAS LIS, and the total waiting time was reduced
by 10%, successfully establishing mutual understanding among all parties [19,20].

3.3.2.Senseaware enhances customer service quality at FedEx

FedEx has significantly improved the quality of customer service by implementing its intelligent LIS
Senseaware. This system allows customers to monitor package location, temperature, humidity, and
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other metrics in real-time, reducing uncertainty and increasing transparency. In addition, FedEx also
provides customers with an abnormal reminder function through this system. For example, when the
package is delayed or the index exceeds the standard, the system will automatically send an alarm to
notify customers in time. Through these technological innovations, FedEx has not only improved
customer trust and satisfaction but also reduced customer complaints through a more efficient
delivery process [21].

4.  Challenges and Recommendations
4.1. Data Security
4.1.1.Challenges

The integration of 5G technologies into logistics, particularly in transportation and storage, has
significantly advanced industry capabilities. However, the reliance on complex networks has also
increased vulnerability to data breaches. Logistics companies entrust a large amount of information
to operators or other stakeholders, which will soon become the target of some malicious people [22].
Once the data security is destroyed, it will significantly impact the relevant business of logistics
enterprises. This section highlights three primary challenges to data security: network configuration,
internal threats, and IoT devices.

Even a correctly configured network is not immune to vulnerabilities. As Ivankova notes, the
Internet is a dynamic and evolving entity [23]. Therefore, the configuration can be changed to adapt
to the evolving Internet. It is also difficult to monitor who is doing what on the whole Internet.
Therefore, Enache pointed out that "zero trust" has always been the first choice for ISPs (Internet
service providers) [24]. However, the neglected point is that the threat may also come from internal
employees or supply chain contractors, which is difficult to find. Another huge threat to data security
is the variety of IOT devices. Ivankova said that the increasing number of IOT devices makes it more
difficult to prevent malicious organizations from attacking the security environment [23].

4.1.2.Recommendations

Multi-signature is an advanced technology widely used in cryptocurrencies such as Bitcoin and
Dogecoin. It uses a hash function to encrypt information and obtain a corresponding hash value. Once
the encrypted information changes, the hash value will change to prevent the information from being
changed.

As a responsibility, data security is not just a problem for logistics companies, it also belongs to
third-party suppliers, partners, and other participants in the supply chain. Third-party suppliers need
to work with the same level of data security as deployed, they must be responsible for the data they
process [25]. It is wise to hire professional partners who can ensure the safety of the logistics industry
and cooperate with professional technology companies for advanced tools to protect logistics [25].

4.2. Change Management
4.2.1.Challenges

Although the early LIS was a simple system to help users obtain standard reports, its ability to support
decision-making was poor [26]. At present, LIS is an integrated system that integrates humans,
machines, and software. Depending on a company’s operational needs, LIS may include subsystems
for inventory management, procurement, production, packaging, warehousing, and distribution [27].
The organization and implementation of LIS not only requires the purchase and installation of
software but also the appropriate management of different LIS systems to make them run
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synchronously. However, user resistance and insufficient training remain major challenges for
logistics organizations. Lilja also pointed out that many employees lack the knowledge to adapt to
the changing business environment and market demand [28]. While employees may excel in their
specialized areas, integrating different LIS departments can be a daunting task, resulting in
inefficiencies and higher costs when aligning disparate systems.

4.2.2.Recommendations

To overcome these challenges, senior logistics managers must align strategic objectives across
departments and invest in continuous education and skill development. Managers should also invite
employees from other partner companies with common goals to provide more effective services to
customers and improve customer satisfaction. The feasible enterprise solution is a learning
management system with strong adaptability. The company can provide various learning resources
and tools to help employees prepare for new projects and systems for the first time [29]. In addition,
the organization should seek advice on how to synchronize different LIS systems and delete
redundant departments for efficient work and user convenience.

5. Conclusion

Managing data and using information have become crucial roles in the logistics industry under
digitization. The enterprise architecture of the logistics industry includes the management of
information as the operational planning layer. However, data security and change management are
the challenges of the deployment of LIS. It is recommended that a cipher security strategy, such as
multi-signature, testing team, and regular assessment, is necessary to address the concern of data
security. With the emergence of new logistics technologies such as drones, driverless, dynamic route
planning, and so on, the LIS also needs to reserve the possibility of upgrading for the emergence of
new technologies, while considering the reliability and learning cost of new technologies. Meanwhile,
a top-to-bottom strategy among internal logistics companies, a customized e-learning system, and an
effective synchronizing system could solve the challenge of change management.
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