Proceedings of the 3rd International Conference on Financial Technology and Business Analysis
DOI: 10.54254/2754-1169/136/2024.18816

Challenges and Opportunities of Digital Currencies for the
Traditional Financial System

Hecheng Xu'*"

! dmerican Heritage School, Florida, USA
a. bd566121@ahschool.com
*corresponding author

Abstract: With the development of digital currencies, it has changed the financial world.
These changes began after the 2007-2008 financial crisis. This article discusses the challenges
and opportunities of digital currencies and how it influences traditional financial systems. It
focuses on issues like price swings, government regulations, and the rise of CBDCs. Most
research shows that digital currencies have advantages like making transactions faster,
cheaper, and more accessible. They also have a lot of disadvantages like creating major risks
concerning compliance with regulations, cybersecurity, and potential impacts on monetary
policy. The review emphasizes the necessity for regulatory frameworks. It supports both
innovation and stability for the digital currencies. It suggests that policymakers and financial
institutions should adapt to changes and face the challenges by integrating digital currencies
with existing systems. Overall, this review highlights the potential of digital currencies to
transform finance. It also stresses the importance of focusing on the challenges they pose to
ensure they can coexist successfully with traditional financial systems.
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1. Introduction

The financial crisis revealed problems in traditional banking systems. Traditional banking has Issues
like centralization, lack of transparency, and heavy reliance on middlemen led many people to look
for new ways for banking. In 2009, Bitcoin was created by Satoshi Nakamoto. It allowed people to
send money directly without banks. This new technology that can send money directly is called
blockchain. It keeps a secure and public record of transactions. The combination of new technology
and experiences from past mistakes created a new space for digital currencies to grow. Since Bitcoin
was created, digital currencies have changed a lot. Blockchain technology now allows for secure and
permanent records of transactions. At first, Bitcoin used a method called proof-of-work (PoW) to
confirm transactions, but people find out new methods like proof-of-stake (PoS) can make the process
more efficient than proof-of-work [1]. Other cryptocurrencies, known as altcoins, and smart contracts
on platforms like Ethereum have further expanded what digital currencies can do. Governments are
also getting involved with the CBDCs, also called Central Bank Digital Currencies. It showed that
interest in digital money is growing for different countries. Digital currencies focus on fixing
problems in traditional finance, like high costs and slow speeds in cross-border payments. Traditional
systems often rely on many middlemen. It makes transactions slower. Digital currencies have the
chance and possibility to make these processes faster and cheaper. They also provide people away
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without bank accounts to make transactions, especially in developing countries. It gives people access
to financial services by using smartphones. Additionally, the transparency of blockchain technology
can help reduce fraud and corruption. This review will focus on the challenges and opportunities that
digital currencies bring to traditional financial systems. It will also focus on how these changes affect
central banks, commercial banks, and policymakers. By distinct both the advantages and
disadvantages. This review aims to clarify how digital currencies can work with traditional finance

[2].
2. Overview of Digital Currency

With the new invention of technology, digital currencies take a more and more important role in the
global financial system. Digital currencies have a lot of advantages in technology like making
transactions faster and safer. Blockchain technology is the base stone of most of the digital currencies,
which records transactions across a network of computers. Each block in the blockchain holds
information about transactions and the connection between blocks is secure. This method creates a
reliable record of all transactions. Cryptography has functions like protecting user identities and
secure data, making digital currencies both innovative and safe. Cryptography plays an important role
in digital currencies. There are observed differences between cryptocurrencies and CBDCs.
Cryptocurrencies, like Bitcoin and Ethereum, always work on public blockchains. Cryptocurrencies
allow transactions to be verified in a decentralized way. They focus on decentralization, transparency,
and user privacy. On the other hand, CBDCs are digital versions from national currencies issued by
central banks. They usually operate on private blockchains, where only authorized entities can
validate transactions. While cryptocurrencies focus on operating independently of traditional finance,
Central Bank Digital Currencies (CBDCs) focus on improving existing systems under the current
financial system that people have. The development of digital currencies has already reached several
important milestones [3]. Bitcoin’s innovation in 2009 provided a new way to transfer value without
banks. The introduction of Ethereum in 2015 brought programmable smart contracts. It allows for the
creation of decentralized applications (dApps) and decentralized finance (DeFi). Stablecoins, like
Tether and USD Coin, emerged as fewer volatile cryptocurrencies linked to traditional currencies.
CBDCs have gained attention with countries like China currently exploring digital versions of their
currencies. The digital currency market has grown quickly over the last decade. By 2021, Bitcoin’s
market value will be more than $1 trillion. It is fueled by interest from institutional investors. The
overall cryptocurrency market peaked at over $3 trillion. Although cryptocurrencies can be
unpredictable. The active exploration of CBDCs by central banks of different countries shows their
potential to change the financial landscape [4].

3.  Challenges for Traditional Financial Systems

The rise and development of digital currencies also brings several challenges for traditional financial
systems. These challenges come from the decentralized nature of digital currencies. It often operates
outside established banking structures and may not fit into current regulations. As central banks and
regulators try to adapt to the changes that digital currencies bring. They should face difficulties related
to policy, regulation, and security. Traditional financial systems follow strict rules. But they were not
designed with decentralized digital currencies in mind. Banks and financial institutions must follow
the laws against money laundering (AML) and terrorism financing (CFT). However, the semi-
anonymous nature of cryptocurrencies makes it hard to track transactions. While public blockchains
offer more transparency than private blockchains, they also raise privacy concerns. It makes it more
complicated to enforce AML and CFT regulations. Organizations like the Financial Action Task
Force (FATF) have called for stronger Know-Your-Customer (KYC) measures. But it was tricky
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applying these in decentralized systems [5]. Digital currencies also create challenges for traditional
monetary policy tools that central banks use to manage interest rates and control inflation. Central
banks usually influence economies by changing the money supply. If cryptocurrencies or stablecoins
become widely used by blockchains. Central banks may find it hard to regulate the money supply. It
is also hard to manage inflation and keep the economy stable. While Central Bank Digital Currencies
(CBDCs) could help maintain control over digital money. They also create challenges between
balancing user privacy and the need for oversight. Digital currencies have unique cybersecurity risks
that are different from currencies in traditional systems. Banks have established ways to handle fraud
and data breaches. But digital currencies face problems like phishing, malware, and hacking that
target digital wallets and exchanges that could not be solved in traditional ways. Since these
currencies are decentralized. It is often impossible to recover stolen funds. Poorly designed smart
contracts can be exploited. And it was always leading to theft or disruptions. As the development of
digital currencies, strong security measures are still being created. It requires advanced encryption
and real-time monitoring. Digital currencies challenge the trust models of traditional finance. Because
traditional finance relies on intermediaries like banks to verify transactions. Instead, digital currencies
use decentralized networks that rely on consensus methods. It reduces the need for intermediaries and
changes the financial landscape. However, resolving disputes becomes more complicated and
increases risks for users without central authority.

4.  Opportunities for Traditional Financial Systems

Although digital currencies still face a lot of challenges, digital currencies provide important
opportunities for traditional economy systems. One of the most promising features of digital
currencies is the ability to improve efficiency and reduce costs. Digital currencies can make cross-
border payments faster by cutting out the need for multiple intermediaries by blockchains. The
advantage of digital currency is not only speeds up transactions but also lowers fees. Sending money
internationally through traditional banks under the traditional finance system often involves high
costs and long wait times. Cryptocurrencies can make these transfers quicker and cheaper. By the
way, digital currencies can also improve financial inclusion, especially in developing countries. Many
people can get access to traditional banking services. It limits their ability to save or make transactions.
Digital currencies can be accessed with just a smartphone and an internet connection. This feature
makes digital currencies easier to use. This can improve individuals and small businesses. It
contributes to enabling them to take part in a larger financial system. The transparency of blockchain
technology can benefit accountability in financial transactions. Every transaction is recorded on a
public ledger. Recording contributes to helping reduce fraud and corruption. Additionally,
cryptography is the most important part of security features of digital currencies. Cryptography
protects against unauthorized access. The growth of digital currencies contributes to new innovations
in financial products and services [6]. Decentralized finance (DeF1i) allows users to lend, borrow, and
trade without relying on traditional banks. Decentralized finance could create a more dynamic and
competitive financial environment rather than the traditional finance system. Smart contracts can
make complex transactions automatically. It also makes different and multiple processes more
efficient. Overall, the rise of digital currencies not only brought opportunities for the traditional
financial system, but also brought challenges. As these new forms of money become more popular.
Digital currencies make people start to rethink the existing financial structures and adapt to a rapidly
changing environment because of the changing that bitcoin brought. The potential benefits of
combining digital currencies and the traditional finance system are significant, such as improved
efficiency, greater financial inclusion, increased transparency, and innovation in financial services.
However, regulatory frameworks and security measures for the financial environment remind people
to focus on the unique challenges that these digital currencies have. This review discusses the
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importance of understanding how digital currencies can work with traditional financial systems. By
carefully managing the challenges while taking advantage of the opportunities. People can move
toward a future where digital currencies and traditional finance support each other. A balanced
solution will be essential to ensure that these innovations benefit society as a whole.

5.  Case Study

The development of digital currencies has brought both benefits to the traditional economic system.
On other hand, it also brought challenges to the traditional financial system. This part focus at three
important examples: Bitcoin’s price swings, China’s Digital Yuan, and El Salvador’s use of Bitcoin
as official money. These three examples show the different results and influences on traditional
finance under different backgrounds and situations. Bitcoin is known for its extreme price changes.
It has greatly affected how opinions of people that work in traditional finance. While some people
see it as a groundbreaking financial tool. Its changing value also brings both consumers and
businesses risks. These price swings make Bitcoin less useful as a stable way to buy and sell things.
For example, Bitcoins’ value could drop a lot before the transaction is finished. So, businesses might
be reluctant to accept bitcoins rather than other things that are more stable. This unpredictability of
bitcoins has made many financial institutions carefully invest in it. People treat Bitcoin more as a
risky investment than as a dependable currency [7]. As a result, even more and more people are
interested in Bitcoin. Bitcoins’ unstable value still makes it hard for traditional finance to fully accept
it. China's attitude to the Digital Yuan is more organized compared to other digital currencies. The
Digital Yuan focuses on making transactions faster, lower costs, and fighting illegal financial
activities. As a government-backed digital currency, it has a feature that is more stable than
cryptocurrencies like Bitcoin. Early results show that it improves transaction speed and gives the
Chinese government a better environment to control monetary policy. Digital Yuan also helps them
monitor and manage economic activities more effectively. Additionally, the Digital Yuan challenges
the leading of the U.S. currencies in the global economy. Other countries may want to start using
digital Yuan for international transactions compared to Bitcoin because it’s more stable than Bitcoin.
This change could play an important role in global finance. It changes currency exchange dynamics
and possibly leads to a new era of financial independence under digital currencies. El Salvador's
choice to make Bitcoin a legal currency provides a unique example of how a country is integrating
digital currency into its traditional currency. The government supported this move to increase
financial inclusion and stimulate economic growth, especially for people without bank accounts on
traditional finance systems. However, the implementation still faces a lot of challenges, such as public
doubt, lack of infrastructure, and regulatory issues [8]. The volatility of Bitcoin caused price
fluctuations. And the volatility of Bitcoin also caused more complications in everyday transactions,
and many citizens were unsure about using it as a reliable currency rather than a traditional finance
system. Although there are a lot of challenges, these experiences of EL Salvador are important lessons
to learn. This case highlights the necessity for strong regulatory frameworks, public education, and
infrastructure support to make sure that digital currencies can be successfully integrated into
traditional financial systems. It also shows the importance of finding a balanced approach that
considers both the potential benefits of digital currencies and the risks they come with. These case
studies show the digital currencies widely on traditional financial systems. Bitcoin's price swings
raise people worried about whether cryptocurrencies can be trusted as financial tools in daily life.
China's Digital Yuan’s success shows how government-backed digital currencies can change global
finance. El Salvador's experience reveals the incorporating digital currencies’ practical challenges
into traditional finance systems. As traditional financial institutions focus on these changes and
challenges, the future of digital currencies will likely depend on finding a balance between innovation,
regulation, and stability. This balance will help shape a new financial landscape [9].
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6.  Future Implications

Digital currencies are likely to change the financial landscape by their wide use. Digital currencies
have different outcomes depending on various factors. Important factors like regulations,
technological advancements, and public attitudes can play an important role in digital currencies. If
governments create clear rules that solve issues like price swings and security, digital currencies could
be more widely accepted and used by the global population. As more and more people and businesses
become comfortable with blockchain technology and its benefits. They also know the disadvantages
for digital currencies may grow. That may lead to better integration with traditional financial systems.
Central banks and governments should make new policies to adjust the growth of digital currencies.
This might include developing CBDCs to provide a regulated digital option. It can directly point out
the risks associated with cryptocurrencies like Bitcoin. By issuing CBCs, central banks can maintain
control over monetary policy while offering a stable way to exchange value. Governments need to
update tax policies and regulations regarding digital assets with the growth of digital currencies. And
governments also need to help ensure compliance and encourage innovation under a stable financial
environment. The rise of digital currencies could greatly influence the way international trade and
capital flows operate. People could enable faster and cheaper cross-border transactions because digital
currencies become more common [10]. And reducing the need for current financial intermediaries.
This could improve financial inclusion, especially for people who do not have bank accounts in
traditional finance systems and support a more decentralized global economy. However, this change
may also challenge established currencies, particularly the U.S. dollar, as countries look for digital
options for international trade. The result of digital currencies influences is likely to evolve into a
more integrated landscape. Financial institutions could work together by adopting hybrid models that
combine the advantages of both traditional and digital systems by finding new ways. For example,
traditional banks might offer services that include digital currencies. It makes it easier for people to
conduct transactions between regular money and digital assets. This integration could lead to
improving greater efficiency, lower costs, and better access to financial services for a wider range of
people of the global population. Ultimately, the future of digital currencies depends on balancing
innovation with regulation [11]. While the potential benefits are substantial. People still need to
ensure stability and security will be key for their ongoing use and integration into the global financial
system. As stakeholders deal with these challenges, ongoing research and adaptation will be vital to
take advantage of the opportunities that digital currencies offer while minimizing their risks.

7. Conclusion

The review of digital currencies and the impact on traditional economies systems focus on several
main points. Digital currencies brought both significant challenges and opportunities to the global
population. It could also change the financial landscape. The price swings of cryptocurrencies like
Bitcoin make it hard for them to be used as reliable forms of payment. The development of CBDCs
shows a move toward more regulated digital options that can improve monetary control. These
changes make it more essential for traditional economy institutions to fit into a fast-changing
atmosphere and the combination between digital currencies and the traditional economy system. The
challenges mentioned including meeting regulations, cybersecurity risks, and potential disruptions to
monetary policy, require proactive action from policymakers and financial leaders.
Recommendations include creating clear regulations that could exactly point out the unique features
of digital currencies, investing in strong security measures, and educating the public about digital
assets. Key takeaways about integrating digital currencies into existing financial systems stress the
need for collaboration between traditional banks and new digital finance. By combining the strengths
of both systems, stakeholders can build a more efficient, inclusive, and secure financial ecosystem.
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In the end, a balanced approach that encourages innovation while maintaining stability will be
essential to fully realize the potential of digital currencies in the traditional financial world.

References

[1]
[2]
[3]
[4]
[3]
[6]
[7]
[8]
[9]

Smales, L. A. (2020). One cryptocurrency to explain them all? Understanding the importance of bitcoin in
cryptocurrency returns. Economic Papers: A journal of applied economics and policy, 39(2), 118-132.

Lee, D. K. C, Yan, L., & Wang, Y. (2021). A global perspective on central bank digital currency. China Economic
Journal, 14(1), 52-66.

Ghosh, A., Gupta, S., Dua, A., & Kumar, N. (2020). Security of Cryptocurrencies in blockchain technology: State-
of-art, challenges and future prospects. Journal of Network and Computer Applications, 163, 102635.

Zhang, T., & Huang, Z. (2022). Blockchain and central bank digital currency. Ict Express, 8(2), 264-270.
Kakebayashi, M., Presto, G. P., & Yuyama, T. (2023, May). Policy Design of Retail Central Bank Digital Currencies:
Embedding AML/CFT Compliance. In International Conference on Financial Cryptography and Data Security (pp.
216-244). Cham: Springer Nature Switzerland.

Gad, A. G., Mosa, D. T., Abualigah, L., & Abohany, A. A. (2022). Emerging trends in blockchain technology and
applications: A review and outlook. Journal of King Saud University-Computer and Information Sciences, 34(9),
6719-6742.

Carapella, F., & Flemming, J. (2020). Central bank digital currency: A literature review.

Badea, L., & Mungiu-Pupdzan, M. C. (2021). The economic and environmental impact of bitcoin. IEEE access, 9,
48091-48104.

Fosso Wamba, S., Kala Kamdjoug, J. R., Epie Bawack, R., & Keogh, J. G. (2020). Bitcoin, Blockchain and Fintech:
a systematic review and case studies in the supply chain. Production Planning & Control, 31(2-3), 115-142.

[10] Jalan, A., Matkovskyy, R., & Urquhart, A. (2021). What effect did the introduction of Bitcoin futures have on the

Bitcoin spot market?. The European Journal of Finance, 27(13), 1251-1281.

[11] Corbet, S., Lucey, B., Peat, M., & Vigne, S. (2018). Bitcoin Futures—What use are they?. Economics Letters, 172,

23-27.

73



