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Abstract: This paper examines the impact of big data technology on consumer behavior 

within the context of the digital economy. Leveraging big data analytics allows companies to 

better understand consumer needs, optimize products and services, and develop targeted 

marketing strategies. The study applies game theory and Nash equilibrium to explore the 

strategic interactions between firms and consumers, with a focus on privacy concerns and 

data utilization. The analysis highlights the balance between economic benefits for companies 

and the need for privacy protection for consumers. Through case studies, the paper 

demonstrates the advantages and risks associated with big data applications, emphasizing the 

importance of transparency, consumer control, and robust data security measures. The study 

concludes with policy recommendations for ensuring a balanced approach to data utilization, 

fostering innovation while safeguarding consumer rights. 
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1. Introduction 

1.1. Background 

In the era of the digital economy, the application of big data technology has become increasingly 

widespread, and its impact on consumer behavior has become more significant. By collecting, storing, 

analyzing, and interpreting large amounts of consumer data, big data technologies enable companies 

to better understand consumer needs, optimize products and services, improve the precision and 

efficiency of marketing strategies, and generate personalized goods based on individual preferences. 

According to statistics, the amount of data generated globally has reached 2.5 exabytes (EB) per day, 

and this number is still growing rapidly. Through big data analytics, companies can not only identify 

consumers’ buying habits and preferences but also predict market trends and changes in consumer 

demand, gaining an edge in the competitive marketplace. 

In addition, big data analytics helps develop more precise and efficient marketing strategies. 

Companies can segment audiences more effectively and target specific groups with customized 

messages and offers. This targeted approach increases the likelihood of conversion and maximizes 

the return on investment (ROI) of marketing campaigns. This targeted approach allows companies to 

anticipate market trends and fluctuations in consumer demand. By analyzing historical data and 

current market conditions, companies can anticipate changes in consumer behavior and thus 

proactively adjust their strategies. This foresight provides a competitive advantage that allows 

organizations to stay ahead of the curve in an ever-changing marketplace. 
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Therefore, as a major branch of the digital economy, it is of great value and significance to study 

how big data affects consumer behavior. 

1.2. Definition 

The value of this study lies in revealing the role of big data technology in the consumer decision-

making process and its potential social impacts through an in-depth analysis of its effects on consumer 

behavior. On the one hand, this study helps enterprises better understand and apply big data 

technology to achieve precision marketing and effective customer relationship management. This 

means not only targeting consumers with tailored marketing strategies but also fostering mutually 

beneficial long-term relationships. Enterprises can optimize their products according to consumer 

preferences, thereby increasing satisfaction and loyalty and ultimately driving revenue growth. On 

the other hand, it also provides a theoretical basis for the protection of consumer rights and interests 

and calls for a focus on privacy protection and information security in the process of data application. 

This study emphasizes the importance of developing a strong theoretical framework to safeguard 

consumer rights while navigating the complexities of data utilization. By emphasizing the need for 

privacy protection and information security, this study advocates for ethical standards in data 

practices to ensure that consumers are informed and their data is handled responsibly. 

In addition, this study provides valuable insights for policymakers responsible for balancing 

technological innovation and consumer protection. Policymakers can use the findings of this study to 

develop regulations that encourage innovation while protecting consumers from the potential risks 

associated with big data applications. This balanced approach is critical to creating an environment 

that fosters technological advancement without jeopardizing consumer trust. 

This paper will focus on the impact of big data on consumer behavior and its possible 

consequences from the perspectives of game theory and Nash equilibrium. 

2. Literature Review 

2.1. Definition of Big Data 

Big data technology refers to the complex analysis and processing of large, rapidly growing, and 

diverse data sets using advanced processing techniques. This technology aims to extract valuable 

insights and knowledge to inform decision-making and strategy in various fields. The core 

components of big data technology include several key phases: data collection, data storage, data 

processing, and data analysis. 

2.1.1. Data Collection 

This initial phase involves collecting data from multiple sources, including social media, online 

transactions, sensor data, and customer interactions. The sheer volume of data collected can be 

overwhelming, and automated tools and technologies are often required to efficiently capture and 

aggregate the information. 

2.1.2. Data Storage 

Once data is collected, it needs to be stored in a way that can be accessed and processed efficiently. 

Traditional data storage solutions may struggle with the scale and complexity of massive data 

volumes, leading to the adoption of distributed storage systems like Hadoop Distributed File System 

(HDFS) and cloud-based storage solutions. These systems enable organizations to store massive 

amounts of data in a cost-effective and scalable manner. 
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2.1.3. Data Processing 

The processing phase involves converting raw data into a format suitable for analysis. This may 

include cleaning the data to eliminate inaccuracies, normalizing the data format, and integrating 

different data sources. Technologies such as Apache Spark and Flink are commonly used to facilitate 

real-time data processing, enabling organizations to analyze data as it is generated. 

2.1.4. Data Analysis 

The final stage is to derive valuable insights from the processed data. Advanced analytics, including 

machine learning, predictive analytics, and data mining, can be used to uncover patterns, trends, and 

correlations in data. These insights can inform business strategy, enhance customer experience, and 

drive innovation. 

Big Data has a wide range of applications across business, healthcare, finance, transportation, and 

education. In the business world, big data technologies are widely used for marketing strategies, 

customer relationship management (CRM), and supply chain optimization. For example, companies 

can analyze consumer behavior and preferences to more effectively tailor marketing campaigns and 

increase engagement and sales. 

2.2. Research on Consumers 

In various marketplaces, big data analytics captures information and influences consumer behavior 

through various means. Many platforms capture personal preferences and behavioral patterns by 

analyzing the content that users view. With this information, platforms can influence consumers’ 

purchasing decisions and psychology by pushing relevant recommendations or providing more 

personalized and precise services. According to the Theory of Planned Behavior (TPB), external 

factors (e.g., big data) can further influence consumers’ purchase intentions by adjusting their 

perceptions and attitudes. [1] For example, when a consumer sees products that closely align with 

their preferences, this alignment not only enhances their likelihood of purchase but also positively 

influences their overall attitude toward the brand. This psychological manipulation underscores the 

power of data-driven marketing in shaping consumer behavior. 

On social media and e-commerce platforms, big data plays a crucial role in sifting through the 

overwhelming amount of information to find valuable content. By employing personalized web 

rankings and highlighting the number of reviews for specific products, platforms can simplify the 

decision-making process for consumers. This is especially important in a digital environment where 

consumers are faced with a plethora of choices, often leading to decision fatigue. Big data can help 

alleviate this problem by providing curated options that resonate with personal preferences, thereby 

speeding up the buying process. Sometimes, people's desire to buy will change with the change of the 

environment. For example, FMCG is more popular among consumers, and consumers tend to choose 

to buy during the epidemic.[2] 

Advances in mobile technology and apps have further increased the immediacy of consumer access 

to information. With just a few taps, consumers can receive personalized alerts about discounts, 

product launches, or recommendations based on previous interactions. This immediacy not only 

influences the timing of purchases but also encourages impulse buying, as consumers are constantly 

bombarded with tailored marketing messages. 

Big data analytics is fundamentally changing the way consumers interact with products and brands. 

Understanding the impact of big data on consumer behavior is critical for businesses looking to thrive 

in the competitive digital marketplace, as it allows them to anticipate consumer needs and respond 

with precision. 
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2.3. Research on Vendors 

Big data, as a tool for companies to develop strategies, can be analyzed in conjunction with game 

theory. Game theory is a mathematical model for studying strategic interactions among decision-

makers and is widely used in fields such as economics, political science, and biology. When studying 

the application of big data technology to consumer behavior, game theory can help us understand the 

interaction between consumers and vendors. Through game theory analysis, companies can design 

reasonable incentives to encourage consumers to share data while protecting privacy. For example, 

enterprises can provide transparent data usage policies to ensure that consumers understand how their 

data will be used, and encourage consumers to share data through incentives (e.g., discounts or 

points).[3] This not only allows vendors to gather valuable insights into consumer preferences but 

also enhances the user experience by providing tailored content. 

By leveraging game theory in this way, providers can optimize their data collection strategies to 

develop precise marketing approaches that align with consumer needs. For instance, a company could 

analyze different pricing strategies based on consumer data to determine the most effective ways to 

increase sales without alienating potential customers. [4]Additionally, game theory can help 

companies predict consumer behavior by considering various scenarios and outcomes based on 

different strategies.[5] For example, if suppliers anticipate price cuts from competitors, they can 

preemptively adjust their strategies to maintain market share, such as enhancing customer service or 

offering bundled products. 

Ultimately, by combining big data analytics with game theory, companies can develop nuanced 

marketing strategies that not only meet consumer needs but also increase engagement. As the digital 

landscape continues to evolve, the synergy between big data and game theory will become 

increasingly important for organizations aiming to remain competitive and responsive to consumer 

needs. 

However, data visualization reveals an obvious drawback of big data: the leakage of personal 

privacy. Due to the openness and transparency of information when people are online, the digital 

economy is able to capture data, which means there is a risk of personal privacy being compromised 

as a result of information sharing. At the same time, this promotes vicious competition and the failure 

of intellectual property rights to be well protected. 

Therefore, this research aims to further explore how the digital economy, especially big data, 

collects information, interferes with, and influences consumers, and what strategies and tactics are 

implied. It will also analyze the pros and cons of big data. 

3. Method 

3.1. Definition of Game Theory 

Game theory is a mathematical framework for studying strategic interactions among different 

decision-makers. It analyzes how players make optimal decisions to maximize their own gains within 

the constraints of given rules and strategies. In game theory, interdependence among players 

(decision-makers) is a central element, and the optimal decision of each player often depends on the 

choices of other players. Game theory is widely used in various fields, such as economics, political 

science, and biology, to understand and predict interactions and the game process among different 

stakeholders. 

3.2. Model Setting 

In this paper, we apply game theory to analyze the strategic interactions between firms and consumers, 

particularly in the context of big data applications and consumer privacy breaches. It is assumed that 
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firms face two choices: to rely on big data technology (T1) or not to rely on big data technology (F1). 

Similarly, consumers have two choices: protect privacy (T2) or forgo privacy protection (F2), i.e., 

allow privacy to be compromised in order to gain benefits. The combination of strategies on both 

sides will determine their respective benefits as follows: 

(T1, T2): Firms adopt big data technologies, consumers protect privacy, and both sides gain 

equally (10, 10). 

(T1, F2): Firms adopt big data technologies, consumers forego privacy protection, firms gain and 

consumers lose (10, -10). 

(F1, T2): Firms do not adopt big data technologies, consumers protect privacy, firms lose 

opportunities, and consumers gain privacy protection (0, 10). 

(F1, F2): Neither party adopts technology-related strategies, and neither party gains (0, 0). 

3.3. Solving Nash Equilibrium 

Nash equilibrium is a central concept in game theory, referring to a situation in which each participant 

chooses their optimal strategy while the strategies of the other participants remain unchanged. In this 

equilibrium, no party can achieve a higher payoff by unilaterally changing their strategy. In the model 

we have set up, (T1, T2) represents a Nash equilibrium point, where both parties choose their 

respective T-strategies to maximize their payoffs. At this point, enterprises gain economic benefits 

through the responsible use of big data technologies, while consumers gain a sense of security and 

protection of their rights through privacy protection. For both parties, at this equilibrium state, 

unilateral changes in strategy by either party will not lead to an increase in their gains. 

Therefore, achieving the equilibrium state of (T1, T2) requires companies to use technology 

responsibly and consumers to actively utilize available tools to protect privacy. Firms need to balance 

consumer rights while pursuing innovation, and consumers need to make trade-offs between 

convenience and privacy. Understanding these game dynamics in real-world scenarios, such as data-

sharing agreements, can help design policies and technologies that mitigate risks and maximize 

benefits for both parties. 

Table 1: payoff matrix 

 Protect privacy: T2 Forgo privacy protection: F2 

Rely on big data technology: 

T1 
(10,10) (10,-10) 

Not to rely on big data 

technology: F1 
(-10,10) (0,0) 

4. Case Study 

4.1. Efficiency Improvement in Traditional Enterprises 

Walmart, the world’s largest retailer, has significantly improved operational efficiency through big 

data technology. The company uses sophisticated data analytics tools to monitor consumer purchasing 

behavior and inventory in real time. For example, Walmart’s Real-Time Inventory Management 

System can predict product demand based on consumer purchasing patterns, optimizing the 

replenishment process. This precise supply chain management not only reduces inventory costs but 

also improves the speed at which products are put on the shelves, allowing consumers to obtain the 

products they need more quickly. In this way, Walmart maintains price competitiveness and enhances 

customer satisfaction in a competitive market. Additionally, Walmart uses big data analytics to 

Proceedings of  the 3rd International  Conference on Financial  Technology and Business Analysis  
DOI:  10.54254/2754-1169/128/2024.18790 

198 



 

 

identify sales trends, helping the company develop more effective marketing strategies for specific 

holidays or promotions and further enhancing sales performance. 

4.2. Emergence of Data-Intensive Industries 

The rise of the FinTech industry is a notable example of the application of big data technology. 

Companies such as Ant Financial and Square use big data to analyze consumers’ financial behavior 

and credit scores to provide personalized financial services. For example, Ant Financial can provide 

users with accurate loan amounts and interest rates by analyzing their spending history and social 

network data. This big data-based risk assessment method not only improves the efficiency of loan 

approval but also reduces the risk of unsecured loans. The development of FinTech has also 

contributed to the transparency and competitiveness of the financial market, enabling more consumers 

to access services that were previously difficult for traditional financial institutions to provide, such 

as microfinance and mobile payments. This phenomenon not only promotes financial inclusion but 

also provides consumers with more choices and improves the overall market environment. 

4.3. Profiteering of User Data 

The Cambridge Analytica case is a cautionary tale of user data exploitation in the digital economy. 

The company collected the personal data of millions of Facebook users through improper means and 

used this data for targeted political advertising. The incident sparked widespread public discussion 

about data privacy and emphasized the importance of user control over personal data in the digital 

economy. In the wake of the incident, legislators in several countries began reviewing existing data 

protection laws and advocating for new privacy protection regulations, such as the General Data 

Protection Regulation (GDPR). The incident not only affected the credibility of social media 

platforms but also prompted companies to revisit their data usage policies, strengthen user privacy 

protection, and ensure that consumer rights are respected during data utilization. 

4.4. Data Security and Hacking 

In 2013, Target suffered a major data breach in which hackers accessed the credit card information 

of approximately 40 million customers through a cyberattack. This incident not only caused serious 

damage to Target’s brand image but also led to a significant increase in its investment in data security. 

Following the incident, Target took several steps to strengthen information security, including the 

introduction of more advanced encryption technology and enhanced cybersecurity measures. The 

incident sparked widespread public concern about data security, prompting other retailers and 

organizations to increase their focus on data protection. The consequences of data breaches include 

not only financial losses but also potential damage to consumer trust, emphasizing the need for 

companies to take effective measures to protect consumers’ personal information while leveraging 

big data in the digital economy. 

Through an in-depth analysis of these cases, we can clearly see the far-reaching impact and 

complexity of the digital economy on consumer behavior. The application of big data technology not 

only improves the operational efficiency of enterprises and promotes the development of emerging 

industries but also introduces new challenges related to privacy protection and data security. 

Therefore, while promoting technological innovation, enterprises and policymakers need to work 

together to establish robust laws and regulations to ensure that consumer rights are effectively 

protected. 
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5. Conclusion and Suggestions 

5.1. Conclusion 

The analysis of big data’s impact on consumer behavior, through the lens of game theory and Nash 

equilibrium, provides valuable insights into the strategic interactions between companies and 

consumers in the digital economy. Big data technology enables companies to enhance their marketing 

precision and optimize consumer engagement, but it also raises significant concerns about privacy 

and information security. 

The model demonstrates that both companies and consumers benefit most when companies use 

big data technologies responsibly and consumers actively protect their privacy. This equilibrium 

ensures that companies gain economically while consumers retain control over their personal 

information. However, deviating from this equilibrium—where either party neglects their 

responsibilities—can lead to significant losses, whether in consumer trust or company profits. 

The findings underscore the importance of a balanced approach to big data application, where 

technological innovation is paired with robust consumer protection measures. Policymakers and 

companies must collaborate to develop transparent data usage policies and incentives that encourage 

responsible data sharing while safeguarding consumer rights. By doing so, it is possible to harness 

the full potential of big data while minimizing its risks, thus ensuring sustainable growth in the digital 

economy. 

This study not only contributes to the understanding of big data’s role in consumer behavior but 

also provides a foundation for future research on the ethical and practical implications of data-driven 

decision-making across various industries. 

5.2. Policy Recommendations 

In the era of big data, companies collect and analyze consumer data to optimize their products and 

services, but this also poses the risk of customer privacy leakage. To develop effective policies while 

ensuring Nash equilibrium, several improvements can be made. 

First, increasing data transparency and user control is essential. Regulations should require 

companies to be transparent and open about their collection and use of consumer data and to provide 

consumers with more control. Users should be able to choose whether or not to share their data, 

understand how it will be used, and have the right to delete or correct their information. Greater 

transparency and control can lead to a balance between businesses and consumers. Businesses will 

still have access to the necessary data for analysis, while consumers will be more willing to participate 

in data sharing because they have control, resulting in a win-win situation. 

Second, businesses should collect only the minimum amount of data necessary to fulfill a specific 

purpose and clearly limit the use of that data. The use of data beyond its intended purpose should be 

prohibited or require explicit user consent. By reducing the scope of data collection, the risk of privacy 

breaches can be minimized, and consumer trust can be increased. In this way, consumer privacy is 

protected while companies continue to use the necessary data for analysis, thus maintaining 

equilibrium. 

Finally, technological innovations should be considered. Firms should be encouraged or mandated 

to adopt advanced encryption and data anonymization technologies to ensure that even if data is 

compromised, sensitive information is difficult to misuse. 
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